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Abstract

The purpose of this research is to explore and measure the level of cybersecurity awareness among university students.
Specifically, we aim to examine the relationships between knowledge, attitude, behavior, and training in shaping
cybersecurity awareness. By understanding these factors and their interplay, we can identify potential areas of
improvement and develop targeted interventions to enhance cybersecurity awareness among university students. The
quantitative data analyzed by the smallest partial quadratic structural equation method (PLS-SEM) using Smart PLS 3.0
with 64 respondents from students’ univeristy. The results obtained from this dataset show a positive significant
relationship between knowledge; attitude, behavior, and training all have a positive impact on cybersecurity awareness
among university students.
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1. INTRODUCTION

In today's digital age, cybersecurity has become a critical concern for people, businesses, and society
as a whole [1]. We have become subject to a range of cybersecurity risks and vulnerabilities as our
reliance on digital technologies has grown and the online world has become more linked.
Cyberattacks, ranging from data breaches to identity theft and ransomware attacks, pose significant
risks to human privacy, financial security, and the integrity of information systems [2].

The effort to protect computer systems, networks, and data from attacks or illegal access referred to
as cybersecurity. Malware, DDoS (Distributed Denial of Service), phishing attacks, and data theft are
all examples of cyber security attacks. These fraudulent criminals might steal sensitive information,
harm digital infrastructure, or disrupt the operations of businesses or individuals.

Cybersecurity is becoming an increasingly critical issue for young people [3]. Students are an
extremely active demographic when it comes to using technology like computers, laptops,
smartphones, and social media. They frequently participate in online activities such as research,
information sharing, communication, and purchasing. However, student cybersecurity knowledge
and understanding tends to be low.

Among the various demographic groups, university students represent a particularly important
population to focus on when it comes to cybersecurity awareness [4]. Students are avid users of digital
technologies, relying on the Internet for academic research, communication, and social interactions.
However, studies have shown that many students lack the necessary knowledge, attitudes, and
behaviors to protect themselves and their digital assets effectively.

One of the reasons for low cybersecurity awareness among students is the lack of adequate education
and training [4]. Formal education curricula rarely cover aspects of cybersecurity, and students often
do not have sufficient knowledge about how to protect themselves online. In addition, attitudes and
behaviors that are less concerned about cybersecurity can also be contributing factors in this low
awareness. Students may not be aware of the risks associated with unsafe online practices or may not
respond appropriately to protect themselves.
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In the context of globalization and digitalization, it is important for students to have a high awareness
of cybersecurity. They are future holders who will be involved in a variety of sectors, including
information and communication technologies. Students who have adequate knowledge and skills in
cybersecurity will be able to protect themselves and contribute to preventing cyber security threats
more broadly[5].

In addition, high cybersecurity awareness among students also has important implications for
educational institutions. Many educational institutions rely on technology in the learning process,
administration, and storage of student data. The risk of cybersecurity attacks can result in financial
losses, loss of important data, or damaged reputation for the institution. Therefore, it is important for
educational institutions to ensure that students have the knowledge, attitudes, and behaviors
appropriate to face cybersecurity threat [6].

To raise cybersecurity awareness among students, education and training integrated with the
educational curriculum is essential [7]. Students should be equipped with basic knowledge of
cybersecurity threats, best practices to protect themselves, and measures to deal with possible attacks.
In addition, they also need to have a proactive attitude towards cybersecurity, such as taking the
security of personal information seriously, avoiding risky actions, and contributing to building a
security culture in the digital environment.

Through this research, data on the level of cybersecurity awareness among students expected to be
collected. The data can provide valuable insights into the current state of cybersecurity awareness, to
what extent students’ knowledge, attitudes, and behaviors related to cyberspace, and to what degree
cyber security training has an impact on their consciousness. The research results can be used as a
basis for designing more effective educational and training programs in raising cybersecurity
awareness among students.

1.1 Literature Review

A. Cybersecurity awareness

Cybersecurity awareness refers to an individual’s understanding and recognition of security threats
and risks associated with the use of digital technologies. This involves an understanding of good
security practices, knowledge of types of cyber attacks, and a willingness to take appropriate action
in protecting yourself from such threats [8].

Cybersecurity awareness is vital in an increasingly connected and vulnerable digital world to security
attacks. In an environment filled with malware, phishing, identity theft, and other cyber attacks,
individuals should be able to recognize and address those threats to protect themselves, their personal
data, and their interests [9].

B. The Importance of Cybersecurity Awareness in Students

Cybersecurity awareness among students has several important implications [10].

Students often become active technology users, access the internet and use a variety of digital
platforms for academic and personal purposes. They often interact with sensitive information,
including personal data and online accounts. Therefore, cybersecurity awareness among students is
essential to protect themselves from fraud, cyber attacks, and identity theft.

Students are also an important part of the broader digital ecosystem. With high levels of reliance on
technology, high cybersecurity awareness among students can help prevent the spread of cyber
attacks to the wider community. Cyber-conscious students can act as cybersecurity ambassadors,
sharing good security practices with friends, family, and colleagues.High cybersecurity awareness
among students can help them in preparing for their careers. In an increasingly digitally connected
world of work, expertise and understanding of cybersecurity is becoming crucial. Students who have
a good cybersecurity awareness will become prospective workforce who are better prepared to face
cyber security challenges and can contribute to protecting enterprise data and systems [11].

C. Study on Cybersecurity Awareness in Students

Several previous studies have been conducted to investigate the level of cybersecurity awareness
among students. The study focuses on students’ understanding of cybersecurity risks, knowledge of
good security practices, as well as attitudes and behaviors related to cyber security.

Several previous studies have shown some relevant findings about cybersecurity awareness among
students. One study conducted by [12] investigated the level of university students’ awareness
towards cyber security is at moderate leve. Many proactive steps need to be implement by the
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stakeholders so that issues that are relevant to cybercrime can be reduce. Some factors that contribute
to the low cybersecurity awareness among students include a lack of formal education on cyber
security, excessive confidence in technology, and a shortage of consciousness about the serious
implications of cyber attacks.

Another study conducted by [13] examined student attitudes and behaviors related to cybersecurity
in the university environment. Based on the research conducted that knowledge of password security,
browser security, and social media activities significantly influences cybersecurity awareness in
students. Overall, students have realized the importance of cybersecurity awareness. A lack of
understanding of the serious consequences of cybersecurity attacks and a lack of awareness of the
importance of self-protection online are some of the factors causing such attitudes and behaviors.

In addition, another study conducted by [14] identified factors that affect cybersecurity awareness
among students. The results of the research show that the level of knowledge and education about
cybersecurity has a significant impact on cyber security awareness. Students with a higher level of
knowledge about cybersecurity threats tend to have a higher awareness of good security practices.
Furthermore, factors such as personal experiences with cybersecurity attacks, media concerns about
cyber security issues, and compliance with security policies also contribute to higher cyber-security
awareness.

Although some studies show a low level of cybersecurity awareness among students, there are also
several initiatives and programs that have been undertaken to raise cyber-security Awareness in
colleges [15]. Several colleges have provided compulsory cybersecurity training programmes for new
students and provided easily accessible cyber security resources and guidelines [16]. In addition,
cybersecurity awareness campaigns carried out to increase students’ understanding and consciousness
of security threats. Accourding to [17] These studies show that although students have extensive
access to technology and the internet, their level of cybersecurity awareness is not significantly low,
but there are some knowledge gaps with new threats.

1.2 Conteptual Framework

A. Variable research

* Training

Training variables reflect whether students have received, formal training or education related to
cybersecurity [18]. This training can include lectures, seminars, workshops, or other training
programs aimed at enhancing students’ cybersecurity knowledge, attitudes, and behavior. Training
variables can be measure by gathering information about the type of training students have undergone
and to what extent the training has affected their knowledge, attitudes, and behaviors related to
cybersecurity.

H1-H2-H3 Relationship between training and other research variables: Cybersecurity training can
have a significant impact on other study variables, namely knowledge, attitudes, and behavior.
Through effective training, students can enhance their knowledge of cybersecurity, change their
attitude towards security practices, and encourage better security behavior.

» Knowledge

Knowledge variables refer to the level of students’ understanding and knowledge of
cybersecurity[19]. This includes an understanding of cybersecurity threats, the types of attacks that
may occur, good security practices, and measures to protect yourself from such attacks. These
knowledge variables measured through tests or questionnaires to evaluate students’ understanding of
cybersecurity.

H4. The relationship between knowledge and attitude: Adequate knowledge of cybersecurity can
form a positive attitude towards security practices. Students who have good knowledge of security
threats and risks tend to have a more proactive attitude in protecting themselves and adopting
necessary security measures.

* Behavior

Behavioral variables refer to real actions and security practices carried out by students in the use of
digital technologies [20][21]. This involves implementing good security practices, such as using
strong passwords, updating software regularly, limiting access to personal information, and avoiding

3141



actions that could invite security risks. These behavioral variables can be measured through direct
observations, self-reports, or questionnaires to evaluate student cybersecurity behavior.

H5.The relationship between knowledge and behavior: A good knowledge of cybersecurity can affect
student behaviour in terms of implementing correct security practices. Students who have adequate
knowledge of security threats are more likely to take necessary protective measures, such as installing
security software, performing regular data backups, or using secure networks.

* Attitude

The attitude variables reflect the attitude and perception of students towards cybersecurity [22]. It
involves a positive or negative assessment of security practices, perceptions of the importance and
relevance of cybersecurity, as well as the level of motivation and readiness to adopt good security
practice. These attitude variables can be measured through attitude scales or questionnaires designed
to evaluate student attitudes to cybersecurity [23].

H6. The relationship between attitudes and behaviors: Attitudes towards cybersecurity can affect
student behavior in their digital lives. Students with a positive attitude toward security practices tend
to be more careful and careful in protecting personal information, using strong passwords, and
avoiding risky behavior.

B. The relationship between research variables
In this conceptual framework, there is a relationship between the research variables that should be
described in the research. This relationship can be describe figure 1 Proposed Model & Hypotheses.

Figure 1. Proposed Model & Hypotheses

2. RESEARCH METHOD

The research will adopt a quantitative approach, employing a cross-sectional survey design. This
design allows for the collection of data at a specific point in time, providing a snapshot of
cybersecurity awareness among university students. The survey questionnaire will be used to gather
information on students' knowledge, attitudes, and behaviors related to cybersecurity.

The target population for this study will be university students from various academic disciplines.
The sample will be drawn from student Balikpapan university, with 64 Student already participate in
this survey. A self-administered survey questionnaire developed to collect data on students'
cybersecurity awareness. The questionnaire will include items related to their knowledge of
cybersecurity concepts, attitudes towards cybersecurity practices, and behaviors exhibited in relation
to online security. Analyze the data using the Chi-Square test with a confidence level of (a = 0.05).
The hypothesis is that if p 0.05 or T-statistics (1, 96), then the variable is deemed significantly
connected, and if p>0.05, then the variable is declared unrelated. Evaluate and validate this model
used the Structural Equatiion Modeling (SEM). For further testing of research hypothesis used by
SMART PLS 3.3.9.

3. RESULTS AND DISCUSSIONS
A. Measurement Model Validation

The Reliability and validity of each construct are measured in the measurement model
assessment.With the exception K3, all indicators had factor loadings (table x) that are more that the
threashold limit of 0.7 [24] ranging 0,952 to 0.763. These indicarors were thus eliminated.
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Figure 1: Structural model and path coefficient

Further, Cronbach’s alpha and composite reliability (CR) are more than threshold [25]. Avarage
variance extracted (AVE) (Table 1) is calculated to assess the convergent validity and is found to be
between 0.623 and 0.803, above the threashold of more than 0.05 [26]. In case of disctiminant
valididiy, we used the Fornell-Larcker criterion are supported by Table 2 finding that the square toots
examined for the AVE values are higher than the correlations between the variables and results show
the HTMT value (inbrackets)[27] and are less than 0.742, thus these outpus indicate the validation of
measurement model.
TABLE 1. RESULT CONSTRUCTS RELIABILITY AND CONVERGENT VALIDTY

Construct | Indicators | Outer | Composite | Cronbach’s | Average VIF
Loading | reliability Alpha of
Variance

Attitude Al 0.778 0.896 0.856 0.633 1.781
A2 0.801 1.868
A3 0.763 2.043
A4 0.837 2.075
A5 0.799 2.227
Behaviour Bl 0.788 0.868 0.799 0.623 1.551
B2 0.802 1.916
B3 0.762 1421
B4 0.804 1914
Knowledge K1 0.772 0.896 0.848 0.685 1.793
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Construct | Indicators | Outer | Composite | Cronbach’s | Average VIF
Loading | reliability Alpha of
Variance
K2 0.901 2.576
K3 0.772 1.782
K4 0.857 2.343
Training P1 0.772 0.942 0.917 0.803 1.972
P2 0.901 4.221
P3 0.772 6.834
P4 0.857 4111

TABLE 2. DISCRIMINANT VALIDITY: FORNELL-LACKER CRITERIA AND HTMT RATIO

Attitude Behaviour Knowledge Training
Attitude 0.796
Behaviour  0.552 (0.656) 0.789
Knowledge 0.431(0.489) 0.523(0.607)  0.828
Training 0.409(0.499)  0.638(0.742) 0.342 (0.368) 0.896

B. Structural Model validation
Smart PLS Bootstrapping function was used to examine the model fit trus view the significant of
relationships between the various variables. Latent collinearity was firt addressed. The variance
inflation factor was conducted to identify (VIF) [24]. Values of VIF should be more than 0.2 and
less than 5.0. Table 1 demostrates thath the independent variable’s inner VIF value are ranging 0.2
and below 5.0 ow indicates correlation of that predictor with other predictors. . Except P3 6.834
indicates a moderate correlation. Table 3 and figure 1 show that the R2 values for Ranging 0.102-
0.539 mean that these variables have low to moderate predictive potential. Futhermore, the R2
Value of actual usage is shown to explain 23.9%, indicating that this construct have low predictive
power. A measure of predictive power expected to employ PLS for prediction. For fetermining
predictive relevance, the blind folding method has been suggested. Tabel 3 shows that the Q2 value
for all latent constructs is greater than 0.053. In this case, the model was low predictive. Structure
model validation is model fit index. For the approximate fit indices such as SRMR and NFlI, the
criteria values for 0.1 > SRMR > 0.08 and NFI > 0.90 [28]. This model has SRMR less than 0.1
but greater than 0.08 and for NFI index less than 0.90. Therefore, if we use SRMR for model fit,
this model is good enough.
TABLE 3. Q2 AND R2 FOR PREDICTIVE RELEVANCE

R Square R Square Results Q2 =(1-
Adjusted SSE/SSO)
Attitude 0.263 0.239 Low 0.121
Behaviour 0.561 0.539 Moderate 0.313
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Knowledge 0.117 0.102 Low 0.053
TABLE 4. MODEL FIT VALUES
Model Fit
measures el
SRMR 0.089
d_ULS 1.208
d G 0.507
chi- 182.860
Square
NFI 0.752

C. Test of Hypothesis-Path Coefficients
[29] evaluated the direct effects among construct with Bootstrapping techniques with 5000
re-sampling methods. The result of structural model hypotheses are show in Table 5. In case
of Knowledge, Training (B= 0.342), T Statistics = 2.175, p<0.05) positively affects
Knowledge, so H1 is supported. In the term of Behaviour, Training (B= 0.638), T Statistics =
6.245, p<0.05) positively affects Behaviour [30]. So study accepted for H1, H2, H3, H4, H5

and H6.
TABLE 5. HYPOTHESIS TESTING RESULTS
Sample | Standard .
. L T Statistics | P
Hypothesis B Mean | Deviation Remarks
(M) (STDEV) (|O/STDEV]) | Values
Attitude -> Supported
Behaviour 0.258 0.236 0.126 2.056 0.040
(H6)
Knowledge -> Supported
Attitude (H4) 0.330 | 0.349 0.149 2.219 0.027
Knowledge -> Supported
Behaviour 0.346 0.387 0.159 2.168 0.031
(H9)
Training -> Supported
Attitude (H3) 0.409 0.396 0.128 3.197 0.001
Training -> Supported
Behaviour 0.638 0.628 0.102 6.245 0.000
(H2)
Training -> Supported
Knowledge 0.342 0.360 0.157 2.175 0.030
(H1)

The research findings suggest that knowledge, attitude, behavior, and training all have a positive
impact on cybersecurity awareness among university students. To enhance cybersecurity awareness
effectively, educational interventions should focus on providing comprehensive knowledge, shaping
positive attitudes, encouraging secure behaviors, and offering training programs.

H1: Training have Positive Impact on Knowledge:

Cybersecurity training programs designed to equip students with comprehensive knowledge and
understanding of cybersecurity principles, best practices, and emerging threats. Through these
programs, students gain insights into the latest technologies, vulnerabilities, and protective measures.
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Training exposes students to real-world scenarios, case studies, and practical exercises that deepen
their knowledge and enhance their problem-solving skills[18].

By participating in cybersecurity training, students expand their knowledge base and become aware
of the evolving landscape of cyber threats. They learn about encryption, network security, secure
coding practices, incident response, and ethical considerations. This knowledge empowers them to
make informed decisions, identify potential risks, and take appropriate preventive measures.

H2: Training's Positive Impact on Behavior:

Training programs have a direct influence on students' behavior regarding cybersecurity. By
providing practical skills and simulated scenarios, training enables students to apply their knowledge
in real-world situations. They learn how to identify and respond to potential threats, implement
security measures, and make informed decisions to protect themselves and others.

Training programs emphasize the importance of adopting secure behaviors and provide guidance on
implementing best practices. Students learn about password hygiene, safe browsing habits, secure
data storage, social engineering awareness, and secure communication practices. By participating in
hands-on exercises and simulations, students develop the skills and confidence necessary to practice
secure behaviors consistently.

H3: Training's Positive Impact on Attitude:

Cybersecurity training programs not only impart knowledge but also shape students' attitudes towards
cybersecurity [23]. Training provides students with firsthand experiences and practical examples that
highlight the importance of cybersecurity in their personal and professional lives. It raises their
awareness of the potential consequences of cyber threats and instills a sense of responsibility towards
practicing secure behaviors.

Through training, students gain a deeper understanding of the impact of cybersecurity breaches on
individuals, organizations, and society as a whole [31]. They develop a proactive and positive attitude
towards cybersecurity, recognizing it as a shared responsibility. Training programs emphasize the
importance of ethical behavior, privacy protection, and the role of individuals in safeguarding digital
assets. This positive attitude drives students to prioritize cybersecurity and adopt secure behaviors in
their online activities.

H4 : Knowledge's Positive Impact on Attitude:

When students possess adequate knowledge about cybersecurity, they develop a better understanding
of the risks and threats associated with the digital landscape [32]. This knowledge equips them with
the necessary information to make informed decisions and form positive attitudes towards
cybersecurity practices. Students who are knowledgeable about cybersecurity are more likely to
perceive it as a priority and understand the potential consequences of inadequate security measures.
This awareness fosters a positive attitude towards adopting and maintaining secure behaviors.

The students are aware of the importance of strong passwords, encryption, and regular software
updates, they are more likely to view these practices positively and incorporate them into their digital
routines. Knowledge empowers students to recognize the value of cybersecurity and instills a sense
of responsibility towards protecting their digital assets and privacy.

H5: Knowledge's Positive Impact on Behavior:

Knowledge is a key driver in influencing students' behaviors related to cybersecurity. When students
possess a comprehensive understanding of cybersecurity concepts, threats, and preventive measures,
they are more likely to engage in secure behaviors [15], [31], [33]. They are equipped with the
knowledge to recognize potential risks, identify suspicious activities, and implement effective
security measures.

Students with knowledge about safe browsing practices, data protection, and social engineering
techniques are more likely to exhibit cautious online behavior. They are less likely to click on
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suspicious links, share sensitive information with unknown sources, or fall victim to phishing
attempts. Knowledge provides students with the confidence and competence to make informed
decisions and take proactive steps to protect themselves from cyber threats.

H6: Attitude's Positive Impact on Behavior:

Attitude plays a crucial role in translating knowledge into behaviour [34]. A positive attitude towards
cybersecurity is a driving force that motivates students to implement secure practices consistently.
When students hold positive attitudes, they perceive cybersecurity as important and relevant to their
daily lives. They understand the potential risks and believe in their ability to mitigate those risks
through responsible behavior.

A positive attitude towards cybersecurity creates a mindset that prioritizes security and resilience. It
fosters a willingness to adopt and maintain secure behaviors, even in the face of challenges or
inconvenience. Students with positive attitudes are more likely to take proactive measures such as
using strong passwords, enabling multi-factor authentication, regularly updating software, and being
cautious with online interactions. Their attitudes shape their behaviors and contribute to a culture of
cybersecurity awareness [35].

4. CONCLUSION

Cybersecurity awareness among university students is a critical issue that requires attention and
intervention. This research has explored the current state of cybersecurity awareness among
university students and identified key areas of improvement. The literature review highlighted the
gaps in knowledge, attitudes, and behaviors related to cybersecurity among students. It emphasized
the importance of education and training programs in enhancing cybersecurity awareness and
fostering responsible online behavior.

The research method outlined in this study, which employs a quantitative approach and a cross-
sectional survey design, provides a systematic and rigorous means of collecting data on cybersecurity
awareness. The survey questionnaire will capture information on students' knowledge, attitudes, and
behaviors, allowing for a comprehensive understanding of their cybersecurity awareness levels.

The findings from this research will contribute to the existing body of knowledge on cybersecurity
awareness among university students. By identifying specific areas of weakness and factors that
influence cybersecurity awareness, universities can develop targeted interventions and educational
programs to address these gaps. Collaboration with industry partners and cybersecurity professionals
can ensure that the educational initiatives align with current industry practices and emerging threats.
The outcomes of this research will have practical implications for universities, policymakers, and
cybersecurity practitioners. The findings can guide the development of cybersecurity curricula,
training programs, and awareness campaigns tailored to the needs of university students. By
improving cybersecurity awareness among students, universities can play a vital role in cultivating a
safer digital environment and preparing future professionals to navigate the evolving cybersecurity
landscape.

It is important to acknowledge the limitations of this research, including the reliance on self-reported
data and the cross-sectional design, which restricts the ability to establish causality. However, these
limitations provide opportunities for future research to delve deeper into specific aspects of
cybersecurity awareness and conduct longitudinal studies to assess the effectiveness of educational
interventions over time.

Research contributes to the broader understanding of cybersecurity awareness among university
students. By addressing the gaps in knowledge, attitudes, and behaviors, universities can empower
students to protect themselves and others from cyber threats. Ultimately, fostering cybersecurity
awareness among university students will have a positive impact on the overall security of
individuals, organizations, and society in the digital age.
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